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ABSTRET

This paper presents a discussion of the objestif and impediments to softave
hygiene, and a list of suggestions to be folbd. Thesuggestions are aimed at mid-sized
projects, although we belie the basic ideas are applicable to all sizes foftst

This paper is prepared to accomparic Stennings “Project Hygiene! We borrow
heavily from that paper with respect to the basic theme of auoigebetter project quality
through the application of some simple principl&¥e gply Stennings Rinciples and
Suggestions to source management, as wellasogéng our avn disciplines of softare
hygiene.

Additional Caveats and Notes on Republication

This paper \as initially given as the keynote address at the EurOpen conference in Nice, France, Qctober
1990. Itwas dso given a the Erst St Unix Users Group meeting in Mosean the same month,ub

using the title: A Dialectic on Softare Autocrag and Anarcly and the History of Unix andadka'. The

paper has since been translated into Russian.

Since those presentations, while the principles and problems remain the sageésybm has been sub-
stantially changed and impred, most notably with the addition of a graphical user iatarfto ease learn-
ing and project nagation. Thispaper has not been modiCEed to reeect those chaxgeyst éor the addi-
tion of this section and additional Biographical comments.

1. Introduction

This paper is concerned with soétwe tygiene, which we feel is similar to personggtene, where soft-
ware hygiene is the science concerned with maintaining heattfiware. Like personal Rgiene, softvare
hygiene is most conspicuous in its absené& d not claim that good softare lygiene will help you win
friends and ineuence peopleubpoor lygiene will certainly cause you to lose clients and discourage users.

Like personal lgiene, softwre tygiene is lagely a matter of simple practices, the programmingwequi
alent of washing behind your ears and +ossing your teetiulagly. In this paperwe're going to discuss
some of those practices, and €liour mother once did) try to point out some of the dire results of poor
hygiene.

Our examples and ouprinciples of software lygiene concentrate on medium-scale projectshing
about a dozen programmers and a million lines of code, as most ofpmrieace is in that rangddow-
evea, these principles can be scaled up andrddéo other projectsSome &amples are tan from the
authors' current project, which does fallothese principles.(SpeciEc details can be found in the
Appendix.)

The title of this paper as inspired by ¥ Stennings paper “Project Hygiené Stenning 89], which as to
have been presented at the Softve Management tvkshop, April 1989 in Ne Orleans. Unfortunately
Vic was unable to attendut) fortunately both his paper and this one are beingegias joint keynotes at
this conference.

Stennings paper addressed the problems of project control and management, whereas we concentrate on
the control, use, and management of project soubaspite this dierence, Stenning'astract is directly



applicable.

"It is suggested that mgf the difEculties encountered by systems and acétyrojects are
not the result of deep technical problems, father arise from a lack of basic projeggiene -
from failure to enforce arious elementary principles and disciplines that are se&l€ptly pre-
requisite to a successful outcom8uch disciplines are primarily concerned with the control
and co-ordination of both projeattivitiesand projecproducts”

We will focus primarily on those adfities concerned with the ddopment, protection, application, and
distribution of project product in source fornowever, the disciplines we outline can be considered to be
special cases of those that Stenning outlirStenning continues with:

“Examination of some of the elementary principles of projggieme suggest that the princi-
ples are often violateddowever, while the filings may be oldous, the means forvercoming

such &ilings are somehat less soSuggestions are made both on methods and procedures that
might improve the standard ofyflgiene with a typical project, and on topics that demand partic-
ular attentior.

We gply Stennings Rinciples and Suggestions to the realm of source managemelntng our ovn dis-
ciplines of softvare tygiene.

“Of course, simply focusing orybiene will not of itself ensure project succe3tie success-

ful development of computer systems and saftevdemands a co-ordinated process incorporat-
ing effective methods and supported byfesftive ols. Havever, basic tygiene must be at the
very heart of the process, and is essential to creating the conditions under whiehidhe v
methods and tools can usefully be dgphit

We will discuss some characteristics of the methods and tools that we think are necessary

“Ultimately, project tygiene is rather lik any ather form of lygiene: nothing spectacular
comes from its presenceytithe efects of its absence can be dramatic.

Unfortunately in the Unix wrld, demonstrations of the last statement arédo common.Many software

projects are bogged dmo in a morass of internal inconsistencies, poor documentagesipus which can-

not be reproduced for testing, and frantic periods of retroEtting when it turns out that the Enished product,
as a whole, can not be constructed, either at thaaement site or (wrse) at a client site.

We hold (and hope) that our sofane tygiene principles will help.

2. Characteristicsof Software Hygiene
The characteristics of good soive tygiene are relately simple.

f Cleanliness:the ability to produce the product, the whole product, and nothibghe product.The
procedure used to deterministically reproduce the product, in either its current form oxistedt @&t
ary time in the past, should be consistent and easily performed at short notice.

f Consistency:the product must be consistent with respect to its source, its installation, and the tests per
formed upon it. When an instance of the product is created, its\betlamust truly resect ay other
instance of the product produced from the same source, moduiorenental diferences (e.g., host
machine and/or operating systen¥)/hen the source is changed, the product is changed appropriately
The reconstructed product, incorporating the changed source, must baeadgud the product that
would be produced by a complete construction from source (a construction from the bare metal, so to
speak). Furthemny testing performed on the product must bevaieto the product as dedred. In
other words: what has been tested is what isvédd, and what is de#red, has been tested.

f Adaptable: the facility with which one can transform the product to adapt to changing requirements
imposed by the user and/ordgat environments, while preserving and protecting the consigtehthe
product.

f Universally Helpful: support is preided for all actvities concerning the project not just thosevanA
tionally associated with source, construction, and conCEguration management.

A sure sign that some deee of good softare tygiene has been achisl is con@EdenceonEdence in the
validity of the testing that has been performed, in the ease of correct installation, and in the cgrdfistenc



the product with respect to its sourcé/hen the product is produced, one should be conEdent that it is
what was supposed to be produced.

The abwee daracteristics do not directly address the issues of praducstctness While our ultimate

objectve is mrrect softvare, we are actually concentrating on the consigtehthe product, be it correct

or incorrect. We want to ensure that problems with the product are not due to errors in the construction
and/or installation processf errors occur we ant to be conEdent thatytlaee due to: 1) errors in source

that we can deterministically retvie or 2) differences between thev@onment on which the problemas
discovered and the esironment on which the productas tested and/or createHurthermore, we ant, as

much as possible to be conE&dent that if the problem is not reproducible from our source (i.e., case # 1), then
it is due to a misunderstood feature of thgeaenironment, or a problem on thatvronment that is not

part of our product.

Another reason that we appear to de-emphasize system correctness, is that we Grentyabeiaerect-
ness is only possible if our listed objee ae met. Furthermore, meeting our objees will promote and
facilitate achiging system correctness.

But what is “system correctne$s nd what other softare qualities must be promoted?

In the (Erst chapter of his bo@bject-oriented Softwar Construction [Meyer 88], Bertrand Mger
describes ten basextemal quality factors, where external' i s deEned as being detectable by users of the
product. Thesdactors are: correctness, rainess, xdendibility, reusability compatibility, efC€iengy,
portability, veriEabilityintegrity, and ease of use.

This list represents a good criteria for safter quality and we claim that softare tygiene comes from a
concern for softare quality Consequently we consider some of these criteria from thepeiat of soft-
ware hygiene.

Extendibility ~ Any software discipline must handle with ease the modiEcatiodisting source and the
addition or remeaal of source. Thesoftware process used towdop, test, construct,
deliver and maintain the source must be capable of producing the product as represented
by the selectedersion of the source, no matter what modiCEcations or chanvgelseba
made since its last production.

Reusability The softvare process must promote aadifitate the sharing (i.e., reusability) of scding
components.

Compatibility  Our focus is on medium scale sofirg projects.Typically such projects iolve a geat
deal of intgration, lut their size cannot guarantee the return mesiment required to
employ large scale intgration systems (e.g., databases graton teams).Therefore, the
development and construction mustcilitate intgration testing in a straight-foesd and
universal way, without requiring full-scale construction and testing before source can be
added to the true product baseline.other words, we vant to use a costfettive way of
doing intgration testing.

Portability Portability is a ery difEcult quality to achie. The adjectre ~portable’i s dten atused.
“There is no such thing as portable saitey theres anly software that has been ported'
[Barry Shein, 1989].0ur experience is that writing truly portable sofive is impossible.
All one can hope for is that the strgyeone emplgs to cope with system difrences can
be quickly adapted to cope with and resofrom the subtle diérences that inétably
cause the system taif

VeriEability We ae trying to ensure thealidity of ary veriCEcation (i.e., testing) done before the
source is added to the baseline, or before the product is relessed: hae sid before,
we want to ensure that is dedred is what s tested.However, like Meyer we vant to
ensure that the product can be tested once installed and that the tests are meaningful and
reproducible.

LIt is often amusing when we claim that the problem with our product is due ug arbtheir (i.e., the
users') system.This is usually met with justiCEable scepticisot, dccepted (albeit geudgingly) when we
demonstrate that the problem does nasteon the other N (where N > 3) machines on which the systasn w
constructed from identical sources using identical processes.



To sum up our objecties, we use the termrolling release engineeririg'This is not to imply “release du
jour", rather we mean that at yatime, the product as itould be produced from the source, can be pro-
duced, is close to releasable qualiyd, for the most part, tested.

Certainly there are mgnways to achiee these objecties: Stenning concentrates on project management,
with his major emphasis on project objeesi and the softvare processMeyer emphasizes the use of an
object-oriented language (Ef) to avoid the pitlls of cowventional approaches to soffwe construction.
While not dismissing those issues, we are concentrating alxaasieely on actvities directly relating to

the maintenance and processing of source.

3. Software Maintenance — The Field of Conflict
A justiCEcation for our emphasis may bevegdrirom the follaving obserations from [Mger 88F.

“Often, discussions of sofaxe and softare quality consider only the wiopment phase.
But the real picture is widerThe hidden part, the side of the profession which is not usually
highlighted in programming courses, is maintenarites widely estimated that 70% of the
cost of softvare is deoted to maintenancelNo discussion of softare quality can be satéf-

tory if it neglects this aspett.

The 70% (Egure is based on traditional data processing projects, agrarfeaeign to the Unix commu-
nity. It seems lilely that the percentage iarfhigher for the Unix community; @ver, no sudies hae
been done Given the lack of ap studies, we are forced to use studies from the @e®dopers. Ina wr-
vey d 487 installations [Mger 1988 after Lientz 1979], maintenance costs were leroklovn as follavs:

Breakdavn of Maintenance Costs [Lientz 1979]
Reason for Change % of cost
Changes in User Requirements 41.8
Changes in Datadfmats 17.4
Emegeny (kes 24
Routine Debgging 9.0
Hardware Changes 6.2
Documentation 55
EfCEciencImprovements 4.0
Other 34

The abee table indicates that changes constitute approximatebyttiwds of the cost of maintenance.
Therefore, changes represent 46% (i.e., 66% of 70%) of the cost ofamoftConsequentlyany
improvement in the process of managing changes to a product is therefore addressing close to half of the
cost of softvare.

4. Impediments to Software Hygiene

Impediments to softare tygiene can be roughlydded into three catpries: those imposed by the system
suppliers, by the programmers, and by the users and/or managékfeered originally planned to use this
section to catalogue and illustrate the multitude of sins committed by these three groups to justify some of
our principles.lt is very tempting to use this opportunity to subject some of the suppliers to the same kind
of pain and agonthat the ineict on us. But to do so wuld far exceed the time and space allotted to this
paper and possibly imolve talking to lavyers? so, we resist temptation, and limit oursevto a short list

of requests to these three groups.

To the suppliers:

f PRease ensure that your documentation is read by someone other than the author before itisddistrib
This might catch some of the more blatant problems, such as thevdjréatin the follaving four com-
mands' preceding a list of Bv

2 The authors wish toxgress their appreciation to DMeyer for his permission to use theseracts.
3 0r, worse yet, listening to them.



Rease read your documentation in the form that you diséiis, before you distrilte it. For example,
far too often "05 gppear instead of\n".

Rease dort' distribute untested documentation foeykdements. Maw times it is cheaper for us to
determine hev your system is used througkperimentation, than to reger from your outright mis-
truths. For example, dort tell usranlib is required if the gry opposite is true (e.ganlib does not
work).

Rease ensure thgidur compilers are able to compyeur header Eles.

Rease ensure that theyk g/stem degelopment tools €c, Id, as ar) fail properly - report the problem
and abort - when therun out of resources (e.g., diskjemory). Dumpingore is notdiling properly

Rease ensure thatarnings are eitheralid or indvidually suppressibleOur product construction runs
processes inv@ 3,000 directories across six\@mnments and produces at least 30,000 lines of diag-
nostics. Itis extremely irritating to hee © check each arning to ensure &' ot just another one of
your bugs.

Rease ensure that compilizgur code does not raiseannings. Br example, ifyour compiler reports
unused griables or unreachable code, ensureyat yaccdoes not generate such situations.

Rease ensure thgbur semantics are consistent withiour own environment. % don't really care if
you conform to one of the standardst tve care a great deal about consistent\iebhawithin a single
ervironment.

Rease ensure thatour lint libraries describeyour libraries. W auggest you rurint against the
sources for your libraries and their lint librari€ghis is also a way for you to teslint itself, so that the
Erst time we run it, we doget a core duntp

Rease ensure thaour lint is checking the same interpretation of the language deEnitioyptirat
compiler compiles.

Rease (Ex your C preproces3thereas most of the ab® ae requested of only some of you, this one
is demanded o4ll of you, because you all ¥& srious lugs in yourcpp. While you are at it, wh
don't you document it?

Let us assure the reader that despite appearances, Heeisaboery small subset of the problemk.has
been limited to problems that are shared by multiple suppliers, are particufarigiuef or are serious
impediments to softare tygiene.

To the programmeiplease realize that:

f

Your responsibility is to deler source to someone else in such ayvthat thg can luild and use the
product. Theact that "it works for you'i s irrelevant.

If someone else has a problem with your source, then yeei dgoblem. Heor she should help to
uncover the cause of the problem S it may be due to theiremment or methods S bt ultimately the
responsibility for rectifying it is yoursyen though the original problem is not.

You are a member of a team, and that calls for a certain minimum amount of co-opeZati@m of
the coding practices you were alled in your preious ewironment might be considered unsafe, yinh
gienic, nonsensible, or otherwise unacceptabBliease she some consideration for your felloteam-
members, and refrain from such practices.

We (the QA group) feel a lot more conEdent about a series of small changes than one Ibigiane.
seem that one big changedlves less wrk, hut that is rarely reality

Managemeng' prime responsibility is to help you do your job and to help youesgbur problems, bt
they cannot do that if you do not tell them about problems.

We may view the programmer as an impedimentit e actually beliee that the majority intend to meet
their responsibilities to the best of their abilitdoweve, mary are not suitably trained when hiredror
most programmers, their (Erst reqlegience wrking in a group is after tgdease wniversity. At far too
mary universities, Softvare Engineering courses are optionakywpoorly taught or not offered.

4 Assuming that you act on youudp reports.
5In one introductory S.E. class, the professor announced that he had written more codeytfiha te-



Finally, to the users/managers:
f Managers will please re-read the last request to the programmers.

f UWsers/managers will please realize that safeatygiene is a high priority and requires a suitablesi
ment. Itis not something that can be performed by a junior programfeathermore, short-cuts
demanded to meet short-term needs will result in long-teilorés.

f Wsers/managers will please realize that a change in the requirements and/or priorities, requires a change
in the schedules (e.g., deadlines mayeha be =t back accordingly).

f Wsers/managers will please realize that unplanmedt®that require gneffort on the part of the del-
opers (such as demonstrations to potential clients or visiting (Eremeri¢ieelgfchanges to the pri-
orities (see prgous request).

f Wsers/managers will please realize that programmers are (with exéeptions) human, and as such,
need appreciation and recognition for thefoes.

5. Our Credentials

A brief evaluation of the success of our approach is in ordtails of some of our sofewe process are
described in the appendix.

Our group currently consists of a project manag&A manageyr10 devdopers, and one (lonely) technical
writer. Our primary project is the EMS system, which is a toolkit foitding document imaging systems
based on Unix, X11, and MotifOur principle objectie is to deliver that system to our German partners
(Sietec in Berlin and Siemens Nixdorf iad&rborn) who will thenuld client-speciCEc application§he
system is primarily tgeted to @&rgons (SNIs RSC arch. machines), Apollos, Mips, 386s running QDT
and Siemens' MX308 and WX2005.

The delverables consist of 19 object libraries (containing approximately 400 modules), 250 header Eles, 80
application programs, and a testing suite of 50 prograrhs.total size of the dekrable system is approx-
imately 70 Mga-bytes, consisting of 1240 Eles, 700 of which are documentation related.

The second major project is the De€, parts of which are used toild and maintain the EMS systém
The full D-Tree consists of 14 libraries (containing 200 modules) and 250 progidradull D-Tree del-
erables consist of approximately 50 gaebytes, consisting of 1800 Eles.

Combining the EMS and Df&e systems, there are 3,500 source (Eles containing approximately 600,000
source lines, and 13 Mebytes spread across 300 directori€sr comparison, X11R3 is also 13 &
bytes, in only 1500 Eles.

Our approach seems toork. Boththe EMS and D-fiee systems are maintained simultaneously on six
ervironments from identical source, modulo a single construction parameterization Ele, gkinieeof
changes to that source is huge (40,000 deltas in the last 14 ma@trstruction dilures due to source
errors are fe, despite thedct that programmers are not required to test on all sixoements. V& have

ported the EMS system to aniety of machines, with e problems, usually in hoursThe problems that

we hare encountered are usually due to problems in the hastoaement (non-wrking renam€?2), buggy

C compilers). Mostecently we ported the Drge and EMS systems from source towa n&achine, a ng
operating system, and awmeénterpretation of the C language deEnition in about 15 hours (despite a
painfully slov disk). This exacise rerealed no problems in our system other than a number of unused
static declarations (the compiler aborted when a static functam declared Wi not deEned) and the
#deEnef the C leyword “far". However, we dd (End a number of problems in thgeaisystems: app

bug (a frequently encountered problem); librariasltowith header (Eles that were not the ones on the sys-
tem; missing libraries; missing header (Eles; disagreement between the documentation and the implementa-
tion of libc routines; system header @&leEnesithout the associated support routines; andgib their

Motif.

dents) would ever see. Hedid not announce that he also had a well-degkreputation of ner having deliv-
ered a wrking system.At the end of the term it @ amusing to see his students desperately trying tratee
their systems for the Erst time, the night beforewleze due S a situation that this course shouleehbeen
teaching them tovaid.

6 The D-Tree system will be distritied at the EUUG Nice conference.



However, we kelieve that the best indication that the system feative is that our programmers kkit and

value it highly Management does not need to pressuwepregrammers to adapt to the approach - their
peers do that for usThis might not be important to some readetg,we strongly beliee that a prerequi-

site to a successful project is a s@fter process that the programmers feel helps them do their job, while, at
the same time, it meets managenenteds.

6. Stenning’s Principles and Suggestions

This section lists StennirgyRinciples and Suggestions of Project Hygiedey accompaging explana-

tory text, other than sracted quotations, is to redirect (if necessary) his principle to our area of concern,
software tygiene. W& havelimited the atracts to the minimum amount necessary tovegrheir intent

and the reader should read Stenrsrajiginal papeyas in places we may he dstorted or misrepresented

his meaning.

Principle 1
Everybody imolved in the prject should know the objectives of what he or she is doing
~Or, more bluntly everybody should kne what he or she is trying to do.

“This is the fundamental principle of projegigiene, and should not need statimtpwever, it
is surprising her frequently this fundamental principle is violated, if not totally then partially

This principle applies directly to sofae tygiene, without modiEcatioin his eplanatory t&t, Stenning
refers to problems withfuzzy" requirements or inadequate speciCEcatiannshbn goes on to state

~...The problems arise when the requirements are ill-de@Enpédple proceed as if fhevere
well-deEned.

So too in softwre maintenance andwé#opment. Een if the descriptions of sofawe components are
clearly deEned, misunderstandings of, ighere, and when the components are to be used can lead to f
ures in the softare construction and testing.

Principle 2
Achievement of thewerall project objectives should follow immediatelgrfr atievement of all individual
objectives.

“This is the necessary complement to principle 1.

In the discussion of this principle, Stenning refers to problems afratten and the phenomenon of seem-
ingly correct indvidual componentsailing to combine to produce aovking system:

~...[E]veryone seems to kmowhat the are doing, geryone seems to be doing a good job, and
yet the project as a whole has major problems.

This problem should beamiliar to aly software deeloper and indeed to grengineering discipline, as
illustrated by the recenailures within the 1.5 billion dollar Hubble space telescope, which turned out to be
caused by a softave error that could ke been caught by correct testing and gnigion procedures which
were not done fordmgetary reasons (sort of geebuck wise, gig-huck foolish).

In the arena of softare tygiene we vant to ensure that: if a ddoper follovs the proper procedures for
the deelopment and testing of his or her source prior poiblication’, then the intgration of the changed
source into the baseline system will bevtass. Unfortunatelysometimes the cost of full ingeation test-
ing is prohibitie ¢he fully installed EMS system, which is a retaty small project, requires 130 Mb of
disk on aMIPS). In such cases, the programmers muswegrhe threat of potential problemsipwards'

to ensure that in meeting their objeet they do not jeopardize those of the project.

Principle 3
Both individual objectives andserall project objectives should bealistic.

“People tend to bever-optimistic about what thyeare able to do and, most especialyout
how quickly they are to do it.

“There is no singleattor more damaging to projectdiene than unrealistic @ets.



The releance of this principle to softare tygiene should be ofious. WhereStenning usesPeople tend
to be', substitute "Programmers are variably"”, but they compensate for this characteristic with the
remarkable ability to undegstimate the impact that their changes mighkelma the rest of the project.

One must attempt to fskt the programmers' natural enthusiasm for their product with a gentle comment
such as, We'll get tothat later At this time, lets just male wrethis works, real [sic] soof.

Principle 4
Ther dhould be a known method for addsing edt individual object.

“Employing appropriate methods is an essential aspect of projgarte S reliance on per
sonal inspiration or hidden magic is yglenic by deEnition.

“When a ne problem is encountered, we may well not wrihe method by which that prob-
lem should best be tackledBut under these circumstances we shouldwkimow we will
explore the problem and determine the method by which the problem should be addressed.

There is an unfortunate tendgrfor programmers to be satisCEed with a solution thikisvin the here and

now, rather than looking for the solution which wilowk or can be made toosk everywhere. Thids par
ticularly true when addressing problems of portabili®ften discrepancies are circuemnted by using
“quick and dirty’ work-a-rounds, rather than looking for a solution that ensures that the problem is dealt
with everywhere and will not'break’ any previous release of the system.

Principle 5

Changes should be cordlied, visible and of known scape

No further elucidation is required, as Stenning is directly addressing the problems afesaftantenance.
Principle 6

Both people and pducts should be insulatecbin the dects of banges that ae ot (currently) of ele-
vance

It is essential that mechanismdst that can allw individuals within a project team to postpone changes
until they are prepared to makihe necessary adaptatiobinfortunately full and unlimited support of this
principle will often be too xpensve o implement within a medium-scale proje¢iowever, in such pro-
jects, it is usually possible to delay changes to the baseline product, while not prohibitingvehepmdent
and testing.With such an approachyesyone would use the baseline sofive by dedult, ut have te
option to eplicitly incorporate changes not yet added to that baseline.

Suggestion 1
Focus on the prcess as a whaleather than on the (Enalppluct.

“Hygiene is not an attriie of an end product,ub rather is an attride of the process by
which the product is producedo improve project tygiene, we must focus on this prockss.

This is also true with softare lygiene, which is a subset of projegfoiene. Ifa hygienic process is used
to control and change the baseline source, the production of the proper prodwst dslla natural result.

Later in this suggestion, Stenning states:

“However, it should be recognised that the source codeiges a ery poor basis for such a
process co-ordination.

In this document we emphasize sdafter tygiene via a properly constituted process through which the
baseline source is managed, modiCEed, tested and used to produceethbldsli Thigloes not contradict

the abwe gsatement. W drongly agree with it.The baseline source is nothing more than a modiEable rep-
resentation of the product that can be transformed into the product using a deterministic proggdure.
such, it is "a very poor basis for process co-ordinationut a well deEned process for source management
has map of the characteristics anddilities that vould be required to properly support thprocess co-
ordination' of the medium scale projecGiven that most Unix deslopments hee ro srategy for the man-
agement of anproject information other than sourcesi#l snall step in the right direction.

Suggestion 2



Invest moe dfort in ~higher level" descriptions.

“Fa too mary projects still rush into codeAny time spent on highervel descriptions of the
system S requirements, speciEcations, designs S is spent grudgingly and sparingly

We enthusiastically adopt this suggestion, although our interpretatioescription” has to be clariCEed.
Stenning is trying to bridge the enormous distance between

... [S]Jome ague notion of what weamt and actual running code’

whereas we are looking for betteayg to represent the processes that transform the source into the prod-
uct. By better' we mean more reliable, more respamsimore eexible, more portable, more rabt, more
understandable, and considerably more succimetle, imake, and evzen male4, just dont make it. They

are, to what is required, what assembly code isitandd. This is not intended to denigrate Stu Feldman

S h e showed us the ay, but maleis Efteen years old and:

“Make is most useful for medium-sizZédrogramming projects; it does not seltie problems
of maintaining multiple sourceevsions or describing huge progranps-eldman 78]

To describe our solutiongef the D-Tree, and associated proceduresprsbigrond the scope of this paper
and is better done in fbrook 90]. However, we dscuss the essential characteristics of a sofvwon-
struction control system in a later section.

Suggestion 3
Co-odinate activities as well as pducts.

“As has already been discussed, there has been a traditional yeimdtirecsoftvare industry
to focus more on products than on process, and particularly on the program code.

In some vays, we must pleadnon omnia possumus omnés'

Our emphasis has been directedamls those aspects of the sadte process that concentrate on the base-
line source.Furthermore, such disciplines ag\$uggests are foreign to the prototypical Unixetteper
whose initial design documents usuallygivewith

main(argc, argv)

However, we do agree, and to that end suggest that the baseline source systedeprfor the aganiza-
tion, management, and protectionAgfL. the information associated with a project.

Suggestion 4
Adopt a strict policy on pject phases.

“Unfortunately it is rot alays possible at the outset of a project to judge the realism of the
objectves, simply because there is in@dient information on which to base such a judgement.

“Under these circumstances, where the full scope a@cdity of the project are unkwg
hygiene can be promoted by sulviding the project into self-contained phases S so self-con-
tained that each phase is, ifieet, a separate projéct.

In nearly all softvare projects wolving the co-operatie dforts of een as few & wo programmers, well-
deEned, short-term, realistic goals and deadlines must be set, monitored, i rsige and comptay
of the indvidual phases must be determinezkging Stenning' 3d Principle Ermly in mindThere are
programmers who can be safely assigned phases that run for montthsy lare vastly out numbered by
those who wn't discover, or in ome &treme casesyen helieve, that the havea problem meeting a dead-
line until that deadline has pdSt.

" David Turners (University of Kent, Canterbry) functional programming language.

8 Historical perspecik is required here to appreciate what is meant imgdium-sized: At the time the arti-
cle was written, Unix could be runfettively, and not that unpleasantlgn a 0K non-separate 1&D space
pdp11/40 with tw 5 Meg k05s. Purebliss was an 11/70 with a full nge even if one had to share it with 5
other deelopers.

9(L.) we cannot all dowerything S Virgil.

10Both the leynote speadrs for this conference belong Ermly in the second classiCEcation, if not the third.
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Suggestion 5
Provide moe mantic information to the conE&aghion mangement and bild systems.

It's & this suggestion thati¥ drops into one of his long-termarftasies and the subject of maspirited
(both CEgurately and literally) Stenningfilbrook debateslt is also an area of great importance to safv
hygiene, being at theevy heart of the product consistgnssue.

“As mentioned in section Bhe section of his paper discussing his Efth prindipdego-ordi-
nation of continuous and concurrent changes is one of the m@studif aspects of project
hygiene. Whilemary mechanisms and toolsVabeen deeloped to addressavious aspects of
this problem, and marof these hee keen atremely \aluable, there are still no complete solu-
tions available.

“Of necessityin order to preide general and accessible solutions geot problems, most of

the available change control mechanisms are based upoy simple models.The fact that
something has changed may be measured, and the direct impact of that change assessed by the
use of date/time stamp£oncurrent changes to initilual modules are restricted by the use of
check-out/check-in mechanismand so oA,

“Clearly such mechanisms perform a useful functian, dgually clearly the address only

part of the problenfHe's wp in the saddle gain). Assessing changes on the basis of data/time
stamps can becoma&teemely incorenient when one wishes to meak imited change to some
previous release of the systenCheck-out mechanisms alone do not address the issues of
maintaining a consistent set of modules when a change may impaet s¢hers.

Actually, this paragraph should be repeated, with emph&is.only are the uses of time stamps ersion
numbers incovenient, there are marsituations in which thg are far from suEcient. Ithe Unix world, it
is often dismaying he mary people belige that runningnale ensures system consistgnc

“Over the past seral years, there has been considerable progress in the Eelds of change man-
agement S in the conted of such languages as Mesa, Modula, and Ada S frapigiting the
syntactic structure of interomponent inteeceg(He's a the post)

“There is considerable scope for further inwernent by atending the checking to encompass
not just syntax, lt also semanticéHe's df! Unfortunately his hobby hose is actually a
someavhat pungnt dead goat?)

Vic's motives and aims are admirableubhis insistence upon semantic checkimgr gyntactic checking to
discover process dependencies is suspect.

The primary objectie d the hiild system must be to ensure that the product, as constructed, is that that
would be produced by fully processing the selected sou@twiously, this can be accomplished by recon-
structing the entire product, (mided there are no circular dependentjesHowever, to fully reconstruct

the system \eery time its source is changed is, just awiobsly, undesirable. Consequenttiie use of
mechanisms to eliminate redundant processing (i®udwmot produce gnsigniEcant change in the pro-
duced objects) can bateemely \aluable. Suclmechanisms usually use some form of prerequisite depen-
deng relationship and a model of consistgmased on time/date stamp @rsion number

Vic is poposing the use of semantic analysis towethose dependepcrelationships and perhaps to
replace the ersion or time stamp consistgnuodel.

Our agument is that syntactic analysis is@&gient and, when one considers the velabists and compie
ities of semantic analysis, is preferabM/e base our position on the follong obserations dravn from
our use of syntactic analysis andrapolations of the relate amst and compbdty of semantic analysis.

Every time our construction system iseeuted, those intetomponent dependencies that can bevderi
syntactically® at run-time, are used to determine whether or not an objedtassistent. We have

1vic is exhibiting remarkable, although somkat uncharacteristic, restraintn person, this sentence
would be repeated at least half a dozen times.

12|f a construction uses prieusly installed information, multiple constructions may be required to guaran-
tee consisteng but such situations are due to errors in thigdbordering.

13The “#include’ of C is anly one, Int probably the mostiliar, exkample of such a dependgnc
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worked \ery hard to ensure that this syntactic analysisfarddble and accurate, yet it is stikteemely
costly A new implementation is being done to use a lazy algorithm (which will also irafgi®accurayg)
and to eliminate those (Ele system or data base queries done by the de¢pgenéeator that are also done
by the consisterycchecler.

We realize that it is urdir of us to cite xperience with X11/Motif, b, it is those packages that present the

most problem¥. We haveeight such programsxeluding those we use to test X11/Motif itselihen we

apply our dependegdraclker aguinst our 36 source (Eles that use Motif or X11 adtes, we (End that the
avaage number of header Eles i®56loweve, mary of the “#includes' are required to prdde declara-

tions that are unused in the majority of compilatiomberefore, we can assume that for our typical Motif
source (Ele, the number of vaefe dependencies deed semantically vould be substantially Weer than the

number deried syntactically An accurate measurement of the reduction i€edifilt, bt we estimate that it

would be about twenty to thirty percenit. should be noted that, if proper coding practices arevieitb

(e.g., for gery interface used within a source (Ele, its associated header (Eles are included) semantic analysis
should not yield annew dependencies.

Through monitoring we h& dscovered that lage majority of reconstructions are due to a change to a
major component (e.g., the C source Ele itself), or to multiple inconsistengesigtanut of sync'with
respect to manof its header EIé8) In dther case it is unliély that semantic analysisowid eliminate ap
redundant processed.herefore, this reduction auld be a lot laver than the reduction in dependencies,
due to the typical distriliion of changes.

But at what cost?

As we hae gated, our syntactic analysis ispensve, both in time and disk spacéfet, semantic analysis

will incorporate the equélent syntactic scan plus itsva analysis and will need to preserfar more infof

mation. Once change is detected, syntactic analysis can be limited to the changed (Ele, whereas semantic
analysis will require analysis of all subsequent Eles as a change in a (Ele can change the semantic interpreta-
tion of a folloving (Ele.Therefore semantic analysis will cost a great deal more than syntactic analysis, yet
yield a maginal reduction in redundant processes.

On another issue, our system uses a velgtsimple (Enite state automatéle sipport six diferent lan-
guages, the most compglef which has six states and (Efteen productidihe addition of support for a

new language is relately simple. The creation of the.5.A. tables is all that is required to incorporate it
into the construction proces#t is obvious that the creation of packages that perform semantic analyses
will be a difEcult and costly task, perhaps to@ifilt and costly to be feasible.

Finally, the problems addressed by semantic analysis are strictly within the realm of the compilation of a
programming languageA large proportion of the production process is compiling, dimost as lgre a
proportion is not.For our projects, C, yacc, andxleource (Eles constitute only thirty percent of our total
number of (ElesDeveloping an approach that can handle semanticallywelerdlependencies, without
penalizing the rest of the construction process will b&diflt.

No doubt the irascible D&tenning will want to respond, perhaps citing Protel & ges ... Protel ... man-
agement compared it to sliced bread, and the programmers hated it.

7. Dr. Tuna’s Patented Software Nostrums

Up until this point, we hae mncentrated on generalities, commandmentsvelguit to “Bathing is good'
and “Exercise is bene(Ecial to your health.ow we get more speciCEc: .Ouna’s Patented Softare Nos-
trums are carefully designed tedp your system gelar, your inodes clearyour backbone straight, and
your disks unslipped and free of bitrdtdlowing these guidelines willxtend your projecs aedibility
and endear you to people who count.

14 Motif could be considered to be a proof of Stenrsrngiw that nothing succeeds ékhe Second Rateph
more likely, it's proof of Tilbrook's pgagiarised Corollary that Stenning is an optimist.
15 This is after unfolding the transit relationships, which eliminates duplicates and repetitiththey are
not eliminated (which is the case in the compiler), it is not uncommon to (End Eleskédtimdreds of dif-
ferent include statements, since mahthe required header Eles are repeatey timass.
18 There are pathological cases in which a single touched header (Ele can cause the entire source tree to be
recompiled, bt these are usually well planned and much heraldeds(sometimes done deliberately).
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These guidelines are for the most part seiflent and selfseplanatory; where theare not, someglana-
tion is included-’

1)

2)
3)
4)

5)

6)

7
8)

9)
10)

11)

12)
13)

14)
15)

16)

17)
18)

19)
20)

Give a @mn! TheErst and foremost principle is that you must actually care ahaog aatygienic
system. Thisneans committing time and resources to the problem anihcarg everyone irvolved
that maintaining a clean system is important and a high priority

Thereshould one and only one sourc&his source should be used fdt constructions foall target
ervironments.

Remembethat the product is the sourcegee if the delverable is the result of processing that source.

Ensurehat the delierable product is that which is constructed from thevided source using a well-
de@Ened non-interaaisngle pass process that aborts ify gnase &ils. Minor pre- and post-con-
struction steps are alled, lut they must be well documented and fool-proof.

Centralizeall construction and installation parameters in one well documented and easily modiCEed
(Ele. Proceduraids to walidate the information are usefuljtbautomatic procedures to deduce the
information are difEcult to maintain and frequently wrong.

Never require the epression of construction information twicelhe second instance will be
inevitably wrong.

Adhereto Stennings Rinciples and try to folle the Erst four and a half of his Suggestions.

Make wure that geryone irvolved understands and appreciates the soévwrocessEveryone in the
software project must understand the mechanisms used to create,, mmstyuct, and maintain the
product. Furthermorbe or she must understand the objestid the software process and whhey
are important.

Test, test, test, and then tesaiag

Avoid simultaneous introduction of dramatic chang@ghen introducing a dramatic changeyals
start with a kna/n recaverable healtl system.

Createand frequently use a Ele systemgity package that checks for spurious Eles, missing Eles,
obsolete CEles, and so drhis should check the source tree, object tree, and the installedrtree.
source Ele system check should be done daitg of the by-products should be mail (oksg to
programmers informing them of their outstanding edife object tree and installed tree checks
should be part of the construction process.

Work hard to separate the baseline, objeatgldpers’ source, and destination trees.

Adopta dandard source directory architecture and constantly test and tune that archit€cture.
struction ordering is deEned in terms of directokidatch and test for circular dependencies.

Limit local construction dependencies to sibling directories or fully installed sub-systems.

Donot restrict the methods programmers use to do thairdezelopment in their wn tree. Rather
restrict the vay they publish their results.

Test your construction frequently on as mamachines as possible to catch compilation problems as
soon as possible.

Always huild the full system.You neve really knaw the entire scope of the changes.

Ona regular basis, do a bare metal construction S a complete reconstruction of the system on a
machine that has been ged of ay evidence of the systes'previous &istence. Ifthe bare-metal

build fails, Ex the source, gerary remnants of theafled huild and do it agin. We do this at least
monthly, and as the last test before shipping apurce.

Ensurehat the product is frequently testedaamgt your avn well-understood standards.

Ensurehe delverable is trvially relocatable through a change or speciCEcation of a single directory
Furthermore, with thexeeption of non-sharable resources, multiesions of the delerable should

be eecutable in parallel on the same platforf8witching between ersions should be wial and
complete (i.e., no danger of crosrsion talk).

17 Further aplanation can be purchased at the rate of one beer per nostrum.
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22)
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25)
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28)
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30)

31)
32)

33)

34)
35)
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39)
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46)
47)
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Ary faith in the standardsfeft is misplaced.Don't believe in them and you wn't be dsappointed.
They are nave & best, misguiding at wrst.

Donot insist on aypstandard that cannot be tested.
Adopta gandard for (Ele naming and adhere t@iterloaded suErs are forbidden.

Therds no paragraphing standaranth the time and engy required to impose it, other than be con-
sistent (lit reasonable).

Ensurdahat the construction system supports modiCEcation of all paths and automatic reconstruction if
a change is signiCEcant.

Restrictbaseline production installations to a small group, preferably the group thatespgranges
to the baseline.

A change to the baseline source means total re-installaga® and all personnel must recognize
that (Exing construction problems in the baseline is the highest priority

Recordyour tugs, and makomeone responsible for ensuring thaytae (Eed.

Uselint S w hen it works, it really helpsWe wse six diferent compilers, Wit lint still Ends igs that
all six missed.

Designa test program stragly and preide facilities to quickly lnild programs that conform to that
strat@y.

Have ahers test the entire procedure of source-to-installed-client-site.

After ary signiCEcant problems (especially after disasters), perform a post mditenungamined
failure is not worth haring.

Isolateall machine dependent sections in a welliendocation or using a well kmen and consistent
mechanism.

Centralizeervironment dependent aspects in single location.

Never use /usr/includedirectly from a C source Elélways redirect through yourven provided
header EleThis will allow you to circument their idiocies.

Never use “#include "Ele"' Always use #include <Ele>'

-D to be considered harmfulf required, ensure that there applied uniersally and consistently
and are documented.

Dont overload source Eles by compiling them ifiedént vays. Remembeione source Ele to one
type of object Ele.

Develop or adopt a system whereby documentation can be incorporated within the source code Eles.
Develop and use boiler plate for often-written pieces gf, temcluding headers and documentation.
Desigrthe system to be ported, from thery start.

Avoid compilerdependent tricks.

Avoid special case construction.they are useful, ma& them unversal.

Avoid differing implementations to support optional semantics.

Usefunction prototypes\&rywhere and ensure thateeywhere a function is used, its prototype is
included.

NULL is a four letter wrd, the meaning of which is uncleand whose use is dangerous.

Minimizeyour dependence upon supplieBxpect little from them, and you will not be disappointed.
Resist the ge to Ex theirgs. It's wnlikely your clients will hae gplied the same @&x

Usean installation procedure thaalidates thatp did not change the size of the installed Ele (a not
uncommon gent on some (Ele systems).

Usean installation procedure that refuses to install an empty Ele withoxplemit everride. This
catches yet another common Ele system vice.
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50) Ensurdhat the undamaged installation @&gy program can be trially checled. Oneway to do this
is to insist gery program supports a eag thaxmains its *ags and guments (e.g., the Dr@e -x
eag). Thenjust run @ery program with that ag.

51) Whocares what your programmers wesarlong as thg don't shock the secretaries?

Caveat: This list is by no means complet®ach time we came back to this section, the list hadrgro
agpin. Rathethan attempt to &dr all of the possible guides to correct saftey tygiene, we shall remind
you of the most important nostrum of all...

Remember your ta primary objectves: to hae fun and ma& money. Any ather objecties ae counter
productie.

8. Characteristics of a Viable Construction System

Throughout this paper our emphasis has been on tiersmm of source into the product via a well tumo
and reliable mechanismAt our site we usegef (Quod Erat BEciendum) for eery construction and as the
driving process behind product installatiddaturally we belige gefis essential to good sofane lygiene;
however, any construction system that has the fellog characteristics will do:

f Constructions and Installation without Change to Source: The construction system should support
the initial installations of laye collections of softare, on a ariety of machines, at aaxiety of sites,
without requiring the modiCEcation aafy source, using a tral conCEguration mechanism (e.g., CEll in
the blanks) and a single command.

Source is deCEned to ladl the information that is created manually or must b&igeal by the supplier
This, by deEnition, includal the information used to control construction and installation.

f Termination on Error: The construction system should halt whesnen error or condition arises that
indicates that a construction has not been succesHfiel traditional approaches miss mdailures due
to inadequate checking by the tools or incorrect error returns on the part of the commands being
executed. Havever, erors that can be rectiCEed after a complete installation should not terminate the
build but should report the problem in a consistent manner so that the correcting actions may be per
formed manually

f Porting without Pain: The construction system should be easily ported ya@esonable Unix system
and preide a totally consistent emonment on ay system to which it has been porte@ihe system
should support the construction and installation of sawon may different emironmentswithout
change to the source itselfrurthermore, the system should promote portability byigiog an
approach whereby sofase can bellt, tested and installed on maplatforms simultaneously

f Ease of Distribution Upgrade or Modification: The system should support the upgrading of &ipre
ously installed body of softavre by the simple addition of wesource (Eles and/or the resoor
replacement of old source Eles, and the issuing of a single comfatitermore, the addition or
removal of source (Eles should rargfyever, require the modiCEcation of the construction control Eles.

f Generalized Controlling Information Specification and Use: The system should primle mechanisms
to specify and/or retrie required control information (e.g., thedat location of the installation) in or
from one and only one place, or through one and only onedogrfinother words, user supplied
information should neer haveto be epressed more than oncA.user should be able to feel conEdent
that all aspects of the construction system, that need such information, shoukg fetriea manner
that ensures consistgnecross the entire system and all usésirthermore, it should be possible to
ensure that correct and consistealues are being used no matter what part of the systemolseth
That is to saythe information should be the same when re¢deduring a full or partial construction, or
the invocation of some subset of the construction system.

An extension, or almost a prerequisite, of this objecis that the system should support theiali
addition of nev pieces of construction control informatiofor example, if the system needs to support
whatsitcompilation, there should be a simple mechanism to specify the namevafatsit processor
and its normal *ags through a unique andversally accessible inteate.

Finally, if the de&ult value of a piece of control information needs to be changedemidgen within
some subset of a source distitibn, it must be ensured that the modiCEcatiorigstet ove the entire
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subset.

Required User Supplied Information Reduced to Minimum Possible: The system has to pride
mechanisms tox@ress construction speciCEcations as succinctly as possible.

For example, in a directory of source that is compiled and eedhinto an object libraryit should be
sufEcient to statebuild and install a library called X' From this statement alone, the system should
be able to generate all the required information that will perform that task.

The mechanism used to e@rt simple speciCEcations into the full construction procedures must be
applicable to as wide a range of applications as posdibéould be relatiely simple to add n& pro-
cedures. Furthermor#&, must be possible to state possibégiations to a procedure easily and tersely
Such ariations should not require the total restatement of the construction rules.

Phased Construction and Distribution Subsets: The construction system must support partial or
phased constructions such thatytlaee absolutely equélent to the same constructions taking place as
part of a full constructionThat is, the user should be able to select parts or phases of the construction
to be done and be assured that the \iehais equalent to those same phases being done as part of a
full construction.

Furthermore, there should benf¢if any) modiCEcations required if the source to be processed is a sub-
set of the full distribtion. For example, one should not V& b modify the construction control infor
mation when parts of the full distribon are gcluded for economic, licensing, or other reasons.

Consistency Between Incremental and Full Constructions: The system must guarantee the consis-
teng of objects produced by an incremental construction with those thaitvibe produced by a full
reconstruction. Incrementaéconstructions are de(Ened to be those constructions that skip some con-
struction steps if the object to be produced is determined to be consistent with its componértgEles.
construction system should ensure that an object is reconstructgda$pect of its construction has
changed that might result inyaggniCEcant change to the object itself.

Support for Testing and Development: Finally, the system shoulda€ilitate testing and modiCEcation
without endangering the productiorersions, whilst ensuring the almostvial addition of those
changes orx@ensions when completedxperimentation with the source by a programmer should be
economic and easy to initiatd.he system should ensure that the b&ha of a test system in a non-
production ewironment is truly reeectte d the behsaiour of that system in the productionveon-
ment.

Conclusions

And thus ends our initial foray into sofiwe lygiene. & havebarely scratched the sade, it the reader
should nav havean appreciation of the importance of a proper system construction and installation system,
and the difEculties wolved.

We dso hope that the reader iware that software tygienecanwork, can be achied, can be maintained.
It can be done using the principles included in this paj¢ég have concentrated upon generalities, and
upon techniques and objeas that can bémmediatelyapplied to nev software projects.It is also possible
(difCEcult, bt possible) to apply these principles kiséng projects.

Instead of presenting a full-grm system of softare tygiene, we hee tied to lay out the bare bones of a
philosoply which attempts proper system construction and installation.

Anyone interested in furtherask in this area is recommended to think about theviatig topics, which
have rot been discussed here:

f

Documentation stragges

S styles & forms

S a dministration and publishing
S s upplementary support tools

nEguration strafes

S n atural language speciEc

S { site/client} speciCEc, options, client proprietary
S m achine/system speciCEc
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f \ersion stratgies
S r esurrection of old releases
S r emoval of Ges and renaming
S d ocumenting and controlling changes

f Testing stratgies
SV alidation suites
S L ocal testing, complete testirig, situtesting
S F orms and contents of testing databases

f Post-release Maintenance
SV ersion naming and tracking
S B ug tracking and auditing
S O n-site trouble shooting and support
S U pgrading and auditing of releases

f Interdependencof deliverables on other products

The objecties o applying proper softare tygiene are ambitiousThe task is a diEcult one; grepproach
that attempts to sodvthe problems of medium-to-ige scale softare will itself be complicated and/or
expensve. It will have  deal with a great manspecial cases S the ability of programmers to create ne
ways of complicating the\ies d the softvare manager is unbounded.

However, we leave you with this thought from ounven experience:
It's worth it.

Appendices

A. The EMS Software Process

The EMS softvare deelopment process mak etensive wse of the tools of the Dr&e, which hae been
described elsghere [Tilbrook 86, 87, 89, 90]A complete &planation of the D-fiee tools (such age) is
impossible; havever, it is the process of delopment that is important here.

A.1. The Source Development Process

Source which has been incorporated into the product (referred to as the baséfinblished' source) is
maintained in a separate source directégch programmer @rks in his or herwn source directoryThe
following is a brief description of theay in which the programmer dgops, modiCEes, anghublishes'
source.

To initialize his or her wrk space, the programmer creates a source direcidrig directory is used to
contain agy new a modiCEed source (El@he programmer copies a prototype of the construction parame-
ter (Ele into this directomgdits it to set the construction-speci@®lugs (i.e., *ags to compilers, destination
directory) and then uses a program cattegdupto conEgure the construction control Ele, Chiketlrs,

and to duplicate part or all of the directory hiergrohthe baseline source tree in his or her source tree.
This procedure is repeated to create asynparallel object trees (trees in which the system is constructed)
as are requiredUsually the programmers will ia a tee for their main delopment machine and will
create object trees as required to test on other platforms.

It is important to note that the only source (Ele used in the construction process not stored in the baseline is
theTree\ars (Ele. ThisEle contains all the parameters which mdgrdifom one construction to thexie

To oonstruct the system from the baseline source, the programmer changes to a directory in the appropriate
object tree and goes:

gef

This constructs the product from the baseline source, directingnatallations required to construct the
system to the destination directory speciCEed via the construction parameterizatdoteHheat all source
(Eles are accessed via the full pathname to the baseline sthecenly (Eles in the programmexurce
tree will be (Eles that he or she has created or has fetched for editing.
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To add a n& source Ele, the programmer simply creates the Ele in the appropriate directory of his or her
source treeWhengefis rerun, ne @es are added to the source database that is used to create the direc-
tory's construction script.In the \ast majority of cases, no further modiEcation of the source is required to
incorporate the nve source Ele.

To modify existing source, the programmer wes to the appropriate directory in his or her personal source
tree and fetches the Ele for editing using:

sc edit <Eles> ...

scwas ariginally based on Eric Allmas'sccsinterface® (i.e., yet another *CS wrapper)utbhas been
much modiCEed to support remote source baseliifesaboe command fetches the named Eles for edit-
ing, that is, a writable cgpof the (Ele is created in the current directarg the £CSadministration Ele is
locked via the creation of a p-CElEhe «istence and visibility of this p-GEle is an importaetdr in choos-

ing SCCSover RCS. When one is administering 3500 Elesr 800 directories, a quickay to End all the
(Eles currently being edited is crucile havealso modiEed the p-CEle creation routine to embed the name
of the host and directory of tHetcthedEle in the p-CEl®Ve dso strongly beliee in ensuring that Eles are

not being modiCEed simultaneously by multiple programnResS supports this as an option that can be
easily circumented or ver-looked®

The programmer then edits the source as requivéden gefis rerun in the object tree, Eles in the pro-
grammers urce tree grsions of the (Ele mgrecedenceer those in the baseline.

The procedure of fetching Eles for editing into the programaren’ source tree and reitding is repeated
as map times as is required to implement the curreneld@ment.

Note that throughout the d@@opment, the programmerurce tree need only contain those Eles required
that are either e or modiCEed ersions of baseline source and the object tree contains only Eles that are
constructed. Thigotal separation of baseline source, modiCEed source and constructed Eley has man
adwantages. Perhaple most popular among our programmers are: only the comnisthidn'the source
directory is needed to determine what (Eles a programmer has changedmotilyi n the object tree is
needed to rem@ mnstructed Eles.

When the programmer is satisEed that the modiCEcations are correct havktiween tested (preferably
on multiple platforms), the programmgushes the modiEcations using:

sc push Eles ...

These command&push' the named Eleswapub (unpublished source) directomyhich is used as a qual-

ity assurance administeredffer between the programmer and the baseline sourbe. programmer is
required to preide a description and rational for the changes to the Ele via a specially named Ele, a -y *ag
(a ladelta(1)) or as input.

At regular intenals (usually daily), the QA group checks timgpubdirectory for unpublished Elesime
permitting®, the product should be constructed from timpubsource (it just another source tree) and
tested before the modiCEed source is added to the basgiesa.that the change is acceptable, the QA
group “publishes' the modiCEcationThis deltas the changes into the (&Il€CCS administration Ele,
updates the baseline g-CEle (the source in clear test), and addétgnmeard to the delta audit trailt is

then QAs responsibility to construct the baseline product on all the machines on which there is on-going
development (machines used for demos and full release testing@veled). Ifarny problems are encoun-
tered, thg are immediately rectiCEedf. a programmer introduced an error in the construction due to one of
his or her modiCEcations, it is of the highest priority to rectify the problem immediately agy neces-

sary changes to the QA group.

BWwe chose £Csover RCsfor a \ariety of reasons, most of which were outlined iibfBok 87] although
some are mentioned in this paper

®There is an wrk-station supplier that prides itself on yiding CASE tools that support simultaneous
modiCEcations of source EM& haveone of their products andstthe least reliable system in oud®fe. The
inference is clear

20t never is.
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A.2. EMS Documentation

The EMS systems' grimary objectve is to provide a tool-kit with which others mayubd client-speciCEc
applications. Consequentigocumentation of the basic system and, in particofahe 700 subroutines in
the pravided libraries is of utmost importance.

In our approach, documentation is treatedxiacy the same manner asyather source.lt is maintained
and modiCEed using the same tools and procedaréact the mechanism tdproduce’ the documentation
is the same as to produce the other products (alleneays is “gef").

To document subroutines and libraries we use database entries (referrenaio3akbentries) embedded in

the source EleThe man3dbprogram &tracts these entries and createsigety of products including: the
traditionalnroff man Ele; an inged fast retrieal database; a softe irventory; lint libraries; and a proto-

type databaseOne important aspect of this approach is that the documentatiotalde, in that the syn-

opsis as deEned in than3dbentry is checkd aginst the function itself usingnt. Most importantlyany

time a programmer is modifying source, he or she is also modifying the (Ele that contains the appropriate
user documentationConsequentlychanging the documentation to agree with changes in the rautine'
semantics and/or intexte is simply a matter of scrolling up a page in the editor

Finally, al the documentation associated with the project is stored in the project sourcéhie@cludes

the project plan, designs, speciCEcations, discussions of those descriptions, installation notes, testing reports,
project irventories, walidation suites, post installation instructions, thg batabase, change audit trails and
information to resurrect pv@us releases.

A.3. Bug Tracking and Testing

Every source component in the EMS source tree is assignesram 8 the developer responsible for the
correctness of the compon&nt Every component that is to be released, is assigned one or more testers
(developers not imolved in its maintenance)A tester is responsible forviewing the code for complete-

ness, conformance to thewfecoding standards thaiist (see nostrums), agreement of the composent’

code and its documentation, the completeness of the documentation, and for the creation of the compo-
nents testing procedures and tool§esters must rdew and test those components whichvéaeen
assigned to them, though yhmay report problems wherer they @ad them.

Wheneer a tester disceers a problem, auy report is prepared and mailed to the QA grotipe tug
report contains the source module that contains the error frindhe priority of the bg (pO for “cos-
metic; p 4 for “renders system unusabjea one-line description of thaug, a long description of theug
(including hav to duplicate the problem), suggestions as tw tfwe problem may be rectiCEed, theiren-
ment in which the by occurs, the date thedwas reported, and the reporgesmame.

On receving a hug report, the QA group attempts talidate it and checks if theub has already been
reported. Ifthe hug is lgitimate and ne, the hug report is assigned a refereney lend the avner of the
source (Ele is assigned thug.b Thebug report is added to theuh database, mailed to theds reporter
and the moduls'avner, and posted to theuy-nevsgroup.

The avner is then responsible for Exing thg,kesting the Ex (if appropriatépushing' the Ex, inform-
ing QA that the (Ex has been push@d then asks theug reporter to srify that the (Ex is indeed correct
and has not introducedweroblems.

To encourage this process, the teamvsraed minor bonuses for reaching plateaus afddaxgs (most
recently a beer and pizza lunchpn a daily basis, ug reporter/ainer counts, graphs and tables of the
bugs, and the countdm to the ngt free lunch are produced and posted oltekin boards.

It must be noted that performanceiesvs are not based omd counts.To do 0 would require more riger
ous &aluation of hugs than thgmerit or than can be farded and wuld discourage the reporting of minor
problems and inconsistencie$Ve foster mild friendly competition ui avoid reprimands. The overall
emphasis is that thisxercise is a team &irt whose objectie is o improve the quality of the softare to
the entire teans'beneEt and saastion.

2! Some oganizations (e.g.UCB's CSRQ use the scheme that the last person who modiEed the Ele is respon-
sible for it. However, this scheme discourages people from Exing cosmetic problems or minor errors that do not
require a complete understanding of the module.



-19-

Bibliography

Feldman 78 S.I. FeldmanMake - A Program for Maintaining Computer Rrgrams Unix Program-
mer's Manual, wlume 2A, Seenth Edition, Januarni979; Bell Laboratories, N.J.

Lientz 79 B.P Lientz and E.B. Sanson,Softwae Maintenance: A User/Marmgment Tig of Vdr,
Data Management, pp. 26-30, Af879.

Meyer 88 Bertrand Mger, Object-oriented SoftwarConstruction Prentice-Hall, 1988.

Stenning 89 Vic Senning,Project Hygiene Usenix Softvare Management @vkshop, Ne/ Orleans,
1989.

Tilbrook 86 D.M.Tilbrook and FR.H. Place,Tools for the Maintenance and Installation of a gar

Softwae Distribution, EUUG Florence Conference Proceedings, April, 1986, USENIX
Atlanta Conference Proceedings, June 1986.

Tilbrook 87 D.M.Tilbrook and Z.SternCleaning Up UNIX Sowe -or Bringing Discipline to Anar
chy., EUUG Dublin Conference Proceedings, September 1987.

Tilbrook 88 David Tilbrook, Dean Thompson, Mark Lorenée New Look at Some Old Bblems
Unix Review, April, 1988.

Tilbrook 89 David Tilbrook, Under Bn Flags (not always smooth sailing)senix Softvare Manage-
ment Workshop, Ne Orleans, 1989.

Tilbrook 90 David Tilbrook, Quod Eat/Est/Erit Faciendum The EUUG Rll 1990 Distrilution Tape.
Biographies

David Tilbrook receied his B.Sc and M.Sc. from the Ursity of Toronto in 1974 and 1976 respeetly.

His masters thesisag on Ne/sWhole, an interaate rewspaper pagination system, and the (Erst graphics
system to use iconic cursor&rom 1970 through 1978 he sedvas a consultant to the Metropolitan
Toronto Library Board on cataloguing and computing systehs.was a co-founder of HCR in 1975
where he stayed until 1978 when he joined Bell-Northern So#Wesearch as Senior Member ethni-

cal Staf. At BNSR he warked on MASCQ (a design and construction approach for real-time systems),
ofEce systems and information technologiesl981 he joined Systems Designers Ltd. to continagkw
on MASCOI with Ken Jackson (co-ientor of MASCQOI). At SDL he also wrked with Mc Stenning on

a variety of small projects, and in 1983\ joined Mc at Imperial Softare Technology in LondonHe

was an associate director of the Informatioredhnology Center (ITC) at Camie Mellon Unversity
(CMU) from 1987 to 1989, where he tried (aaddd) to bring order to anarghDavid has nav returned to
Toronto to work for Sietec OSD.They think that he is the Quality Assurance Manadpat he is actually

the Softvare Hygiene Research GroupPavid is an honourary life-time member of the EUUG, for whom
he was conference chair three timé®his is his 10th presentation to an EUUG conference.

John H. McMullen is acutely ware that his eperience is darfed by that of his co-authorubthen, so is
his body). He receved his B.Sc. from Véterloo in 1984 and spentveeal years writing uses' manuals for
several companies using a Dafrent Operating Systemlohn is nav in Toronto working for Sietec OSD as

a Technical Writer and hopes someday to impr@avid's elling. Thisis his Erst paper presented to an
EUUG conference.

Since the original publication of this paper in 1990, bothidand John hae left Sietec, although
continues to hae a dose relationship with Sietec, most recently to port ther&€ To Whdows/NT. David
is now the president ofief Advanced Softare Inc., a companformed to create, magk and sell thejef
product, in partnership with a Californian distriibr John is working for Softvay Inc., in Waterloo.



